| 

| A STUDY OF SOME HUMAN FACTORS AND THEIR 
IMPACT ON COMMAND AND CONTROL SYSTEMS 

| 


James Anderson Grace 


NAVAL POSTGRADUATE SCHOOL 


Monterey, California 


Tile ats bs: 


A STUDY OF SOME HUMAN FACTORS AND THEIR IMPACT 
ON COMMAND AND CONTROL SYSTEMS 


by 
James Anderson Grace 


MARCH 1980 


Thesis Advisor: Prof. Donald P. Gaver 


Approved for public release; distribution unlimited 


1195831 


SECURITY CLASSIFICATION OF THIS PAGE (Wren Data Entered) 


REPORT DOCUMENTATION PAGE 


2. GOVT ACCESSION NO. 


READ INSTRUCTIONS 
BEFORE COMPLETING FORM 


RECIPIENT'S CATALOG NUMBER 


. TYPE OF REPORT & PERIOD COVERED 
eben s Thesis, March 1980 


6. PERFORMING ORG. REPORT NUMBER 


8. CONTRACT OR GRANT NUMBER(8) 


TITLE (and Subtitle) 


4 


A STUDY OF SOME HUMAN FACTORS AND THEIR IMPACT ON 
COMMAND AND CONTROL SYSTEMS 


7. AUTHOR/e@) 


Lieutenant James Anderson Grace, USN 


10. PROGRAM ELEMENT, epee T ASK 
AREA &@ WORK UNIT NUMBER 


REPORT OATE 
a 1980 


18. SECURITY CLASS. (of thie report) 


9. PERFORMING ORGANIZATION NAME AND ADDRESS 


Naval Postgraduate School 
Monterey, California 93940 


11 CONTROLLING OFFICE NAME ANDO ADDRESS 


Naval Postgraduate School 
Monterey, California 93940 


_ MONITORING AGENCY NAME & ADD RESSE/(If different trem Controlling Office) 


Unclassified 


Sea. OECL ASSIFICATION/ DOWNGRADING 
SCHEDULE 


Approved for public release; distribution unlimited. 


Naval Postgraduate School 
Monterey, California 


16. OISTRIBUTION STATEMENT (of thie Rerert) 


DISTRIBUTION STATEMENT (of the anatract entered in Bleck 20, If different frem Report) 


7. 


18. SUPPLEMENTARY NOTES 


19. KEY WORDS (Continue on reverse side if necessary and identity wy block number) 


C2 
Command and Control 
Human Factors 

Decision Maker 


20. ABSTRACT (Continue an reveree side if necessary and identity by bleck mamber) 


A preliminary analysis of some human factors as they relate to Command 
and Control (C2) is performed. A general model of a C2 system is 
discussed, and a node within that system is isolated for further 
study. The human factors of informational loading, informational 
relevancy, and data availability are discussed and then an experiment 
is performed to ascertain whether any relationships exist between 
these factors. Comments on the test procedures and the experimental 


DD aoe 1473 EDITION OF | NOV 6818 OBSOLETE 


(Page 1) S/N 0102-014- 6601 | 


Unclassified 
| SECURITY CLASSIFICATION OF THIS PAGE (Wren Dete Entered) 


— A ao - - —— 
SHH T Veh) GM! Wa la 
: ccr Sh, reams 3 ie 


eo = | a 


ite th ile ae 
Bun Be Toe § °° Coors 


a 
RNR, a 
® 


—— aA © 
=_ 


2 6 


ec Sao ie TS 


fet ted ing :% Lowdinge | = 


-_ 
: I 
— wd = . i a se ne a a ¢ ; o 2 
A ot teen 1h 6 Con ot pent ae lateness am ie) Tene Oe ie 
: a 3 - 


itn eeneeeeenente ee ee 
Secumly CLASSIFICATION OF THis PAGE/Wren Nowe Entered: 


BLOCK 20 continued 


medium used, the WES (Warfare Effectiveness Simulator) wargame, are 
made in view of possible pitfalls that can be experienced in human 
factors research. This work should be regarded as a pilot study. 


oat Janus 1473 Unclassified 
S/N 0102-014-6601 SECURITY CLAESIFICATION QF THIS PAGE(WREN Date Entered) 


' "3 


ae 
oan 


paras pear 


aah 
- "9 = 


sitet é <a ee ae 
‘Sra nT facontangn om POR! aban las 


aout ot Seomebreqee 
vbute s0.he = ob) BeBe . 


7 
Maca, 


Approved for public releases distribution unlimited. 


A Study of Some Human Factors 
And 
Their Impact on Command and Control Systems 


by 
James Anderson Grace 
Lieutenant, United States Navy 
B.S., United States Naval Academy, 1974 


Submit ted.in vpartial .fulf.il iment -of. the 
requirements for the degree of 


MASTER OF SCIENCE IN SYSTEMS TECHNOLOGY 
from the 
Naval Postgraduate School 


March 1980 


ABSTRACT 


A preliminary analysis of some human factors as they re- 
late to Command and Contro! (C2) is oerformed. A general 
model of a Ce system is discussedrs, and a node within that 
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I. INTRODUCTION 


Aioss=A Vaking on ASW* patrol ahead of a carrier task 
group in the eastern Yediterranean oicks up a hostile air 
search radar on its ESM (electronic sensory measures) gear. 
This information is relayed to the ASW air control ship 
which in turn alerts the task group commander on the EW 
(electronic warfare) net. The task aroup commander orders 
the duty AEW (airborne early warning) aircraft to alter its 
tyeant pettern to attempt to get a visual/radar fix on the 
intruder. The AEW aircraft gets a radar contact and an ESM 
LOB (line of bearing) that correlates with the contact. 
These both correlate with the S3-A's initial intercept. The 
AEW aircraft enters a hostile surface symbol into the ship-= 
aircraft data link at the correct position and the hostile 
iS now on the scopes of all NTOS (navy tactical data system) 
equipped shios. The task aroup commander now orders one of 
the SAG (surface action grouo) units to engaqe the hostile 
with Harooon missiles. Scratch one hostile platform. 

This is the tactical OTH (over the horizon) taraeting 
oroblem solved (under ideal conditions) by command and con- 
trol assets currently available to the fleet. The task group 
commander, Ut ET IZING rapid correlation of information 
derived from sensors external to his flagship, evaluates and 
prosecutes a hostile olatform beyond the range of his own 
shisboard sensors. The SAG unit has fired upon ae hostile 


platform its own sensors have not detected, but based on in=- 
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formation readily available via its NIDS Vink with the care 
rier andthe AEW aircraft. A classic examole of command and 
control at work. 

Command and control (C2) assets have frailties toos sus= 
cepotibility to jamming and to deceovtion,s, lack of available 
datas and vulnerability to damage, just to mention a few. In 
order to guard against system frailties we must understand 
how the syStems or parts of its functions in time of stress, 
If we can begin to observe how the system functions, we may 
be able to decipher which oarts of the system are most cru 
cial to the aqood verfornance of such a system. This paper 
Wmmesartempet to isolate a. oortion of a.Ce system and... will 
analyze and attemot _to predict its actions under various 
conditions of stress through the use of gaming and  simula-= 


tion techniques. 
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tive scrapping of information means that decisions are not 
based on all available information. This examole is relevant 
Poutme TAQ (Tactical Action Officer) on a surface combatant 
in an active threat environment from submarines, surface 
shios and aircraft. His screening system (CIC) may break 
down partially and he will) be forced to do some gross and 
accordinaly inefficient screening himself. 

The other human alternative would be to sense that the 
system is getting hopelessly behind and take the drastic ac- 
tion of comoletely scraoping his automated picture of the 
situation, dumping his backlogs and restarting his picture 
from scratch. An examole of this would be the following: 
when NTOS units are in a multiwshiop link, extraneous infore= 
mation generated by the oarticioating units will sometime 
overtax the onboard computer of one of the unitsr, causing it 
to fall behind and show other symptoms such as the refusal 
to acceot new inouts. By dropping out of the link, purging 
the memory of the computer and reloading the program, an 
NTDS unit can come back into the link and rebuild its tacti- 
cal information in a total time of about ten minutes. 

Our model should consider all! three of these aspects of 
behaviors, since most C2 systems are man=machine types. 
Another pertinent item to be considered is that of validity 
of data and data sources and the impact of these items on 
the ability of the decison makers to function. Man tends to 
pede decisions against uncertaintys so our model should be 
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In Summaryr in this chapter we have defined the basic 
Structure "of ‘a “denera!l command and control system model, 
studied its functional parts, and determined that a general 
similarity exists between its internal functional parts that 
allows us to examine one of these parts (a correlation or 
decision point) as a general case. This leads us on to exam= 
ine in the next chapter how load and validity should affect 
this decision/correlation ooint model, and to then proceed 
to design a model for simulation of nodal behavior under 
conditions that might be reasonably anticivated to occur 


during a crisis. 
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The correlation/decision point we examined in Chanter II 
can be thought of tn one form as a command center. In shifte- 
ing attention from a Ce system analysis to an analysis of a 
particular node within the system, we will hereafter refer 
to the correlation/decision ooint as command center. This 
the point is at which “jit all happens", the point where 
available inputs terminate, and from which come the results 
of the decision making process. Here 1S where the mane 
machine interface exists to aid a decision makers and where 
the decision maker exists. A command center cah be as simple 
and basic as a manually plotted CIC, or as highly automated 
as the NMCC, but its basic function remains the same: to 
monitor the situation for which the command center is 
responsible, and to attenpt to make correct, timely, deci-= 
sions. The ourpose of this chapter will be to examine those 
factors that affect a command center under stress conditions 
in order to develop a model that will effectively simulate a 
command center's resoonse to stress. 

A command center is subject to stress in various’ forms 
that can adversely effect its performance. A command center 
can be overworked or underworkeds, both of which impair ef- 
fectiveness. The hiaqher the level of irrelevant information 
mixed in with pertinent information, the more strain is put 
on the command center's filtering orocess. The amount of in= 
formation available on a subject of interest can detract 
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the variables of the model that could he oractically signi- 
ficant. Once again using the root mean squared difference 
between the subdject's and the model's efficiency estimates 


as an analysis tool. 


Bees eMINATION OF THE DATA 


This analysis of the raw data will be easier to under- 
stand if we first exolain the sequence of events that takes 
place in the WES scenario. The game can essentially be bro- 
ken down into six definite time periods or phases. In Phase 
I the subjects (Blue commanders) establish the rules of sen= 
sor user and the rules of engagement; these are the initial 
imewesse In Phase II Blue makes inital contact with the 
Orange forces and Blue beains the localization orocess. In 
Phase III Orange air assets arrive and Blue's airborne ASW 
cacability is destroyed. In Phase IV preliminary attacks 
are made by 38lue on Orange submarine units. In Phase V 
Orange Missiles attack Blue surface forces. Phase VI sees 
the destruction of both Oranae submarines, and Blue prepares 
for attacks on the Orange surface unit. 

booking cat Figure IVea,; a olet of the four subject's 
perceived loading levels throuaqghout the game, we see some 
baseline disovarities that we miaht expect within a group of 
decision makers. However, there are three definite trends 
that seemed to be followed. The load levels tend to drop off 
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